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Summary

4
Total breaches found

3
Credential leaks

0
Documents

1
Dark web hits

Exposed records

Collection_4_2024_extract.txt CRITICAL

Private breach (leaks.private) · 2343.8 KB

Indexed: 8/12/2024 · Leak date: 8/12/2024

demo@example.com:Hunter2024!
demo@example.com:winter2023
demo@example.com:••••••••••• [REDACTED IN SAMPLE]

Naz.API_combo_extract.txt CRITICAL

Public data leak (leaks.public) · 1074.2 KB

Indexed: 1/4/2024 · Leak date: 1/4/2024

demo@example.com:summer2022
demo@example.com:••••••••• [REDACTED IN SAMPLE]

RedLine_passwords.txt CRITICAL

Stealer log (leaks.logs) · 468.8 KB

Indexed: 3/21/2025

===============
SOFT: Chrome
URL: https://accounts.google.com
USER: demo@example.com
PASS: ••••••••••• [REDACTED IN SAMPLE]
===============
SOFT: Firefox
URL: https://github.com/login
USER: demo@example.com
PASS: ••••••••• [REDACTED IN SAMPLE]
===============
(actual stealer logs include the full clear-text password,
browser, machine ID, IP, OS and infection date)
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MarketArchive_2024.csv CRITICAL

Dark web (Tor) (darknet.tor) · 89.8 KB

Indexed: 11/9/2024

row 814: demo@example.com,US,verified,2024-11-09

BreachLens · Confidential report for demo@example.com · For lawful research only.
This document does not constitute a consumer report under the FCRA.


